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Introduction

Recovering from any cyberattack is tough, especially ransomware. Accounts need to be changed, IP 
addresses and domains blocked, and malware removed from the environment. Victim organizations 
may be dealing with ransom demands, cyber insurance claims, public shaming, or extortion by threat 
actors. However, one of the most important elements of recovering from a cyberattack is validating 
the integrity of your data. Ransomware lockups prevent access to data, potentially violating its 
inherent trust.

Restoring data and trust from these types of attacks used to be trivial; administrators could restore 
data from last known good backups, hopefully minimizing the gap in data by using trusted sources. 
However, ransomware adversaries are now smarter, targeting backups, enterprise storage, and 
database servers, to name a few mission-critical systems among many. They have also upped their 
game, turning to newer programming languages and encryption techniques that are not easy to 
detect via traditional means.

In this SANS First Look, we got familiar with Index Engine’s CyberSense, a content-based analytics 
platform that continuously inspects files and databases in backups for abrupt, unexpected, or 
malicious changes to data. Its goal is to assist organizations with the above problem: After an attack 
or a disruptive event, how can we ensure that our data integrity remains? With its unique analytic 
capabilities, CyberSense can detect unusual patterns in data changes and can distinguish between 
user activity and malicious, ransomware-like changes to files, databases, and core infrastructure.

This capability gives defenders a leg up on data integrity attacks. Rather than wait for a notification 
that they have been attacked, CyberSense keeps a scheduled watch on databases, backups, and 
other critical systems that adversaries will target. Security teams can react to CyberSense alerts, 
determining potential threats to critical data before an attack can go any further.

https://www.sans.org/profiles/matt-bromiley/
https://www.sans.org
https://www.indexengines.com/cybersense
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1  “BianLian—New Ransomware Variant on the Rise,” https://blog.cyble.com/2022/08/18/bianlian-new-ransomware-variant-on-the-rise

The First Look

CyberSense does not “bolt on” to an existing security stack. It is not built 
to be just another form of detection. Rather, CyberSense operates in 
the background alongside data backups/snapshots and ongoing user 
operations as an integrity-validation solution. It can provide extremely 
useful alerts on data 
modification. In our first look 
at the product, we observed 
various ways that the platform 
represents data corruption 
issues for consideration and 
review. Figure 1 displays a 
snippet of the CyberSense 
dashboard that is useful for 
analysts responding to an 
alert or attack.

Note that the dashboard 
provides insight into data 
corruption and manipulation 
issues, and includes charts, 
details, and an evaluation 
of the data’s integrity. Finally, and perhaps the most desired data point, it 
identifies which files have been corrupted and which are safe to restore. 
This is where CyberSense shines in protecting data integrity 
like few other solutions do. However, CyberSense is not a data 
recovery tool; rather, its analytic capabilities make it a critical 
governance and security tool that many teams within an 
organization would want to have in their arsenal. 

CyberSense has advanced content-based analytics that allow 
it to monitor for malicious changes to data. This provides an 
ongoing, up-to-date assessment of data integrity. The data 
governance team can stand on the platform’s results and use 
it to guide future initiatives. By the same token, an enterprise 
security team can also benefit from this type of telemetry and analysis (file 
integrity). After all, security teams are charged with protecting users, assets, 
and data. Knowing what data has been tampered with is information that 
every security team will want to know.

Figure 1. CyberSense Post-attack Dashboard

An August 2022 blog post1 from Cyble identified the 
BianLian ransomware gang utilizing Go encryptors to 
encrypt files as part of a ransomware attack. The attack 
uses stealthy mechanisms to evade typical antivirus, 
including breaking a target file into small, 10-byte chunks. 
CyberSense’s monitoring abilities can identify the effects 
of new variants like this with no need to update the 
software or machine learning algorithms, defeating the 
adversary’s ability to successfully disrupt the business. 

https://blog.cyble.com/2022/08/18/bianlian-new-ransomware-variant-on-the-rise/
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CyberSense’s telemetry is rich, providing extremely detailed metadata and insight into the 
content of files. See Figure 2 for a focused example of a particular MDF file.

 
 

CyberSense’s file properties/detection(s) provide security teams with the data they need. 
Data changes are observed and quickly identified with every replication, so you know when 
malicious activity has started within any host backup. A comparison of pre-attack and post-
attack files shows you exactly which files to focus on, where changes were detected, and which 
backups need to be restored to avoid business interruption.

Content vs. Metadata

CyberSense’s key differentiator is in how it monitors files and databases for changes. We’ve 
already highlighted its content-based analytics, which differs from other industry standards of 
metadata analytics. Simply put, using only metadata analytics allows far too many adversaries 
to successfully compromise file integrity, and corrupted data may not even be detected. 
See Table 1 for a brief 
comparison of the two.

Content-based analytics 
is a major shift away from 
many industry offerings. 
The folks at Index Engines 
quickly realized that 
to defend against new 
sophisticated malware, we must train the tool using known malware traits and techniques. 
To protect our data, we must understand how data can be impacted using over 200 content-
based analytics. The team trained CyberSense on thousands of malware samples, to look for 
nuances and ways to detect user content changes that represent data patterns of corruption 
from real ransomware. These traits and observations are then fed back into the platform’s 
machine learning capabilities, constantly monitoring for changes while offering comprehensive 
file corruption detection to security and governance teams. CyberSense claims a 99.5% 
confidence rate in detecting corruption due to ransomware. This is due to its unique content-
based analytics that validate the integrity of the contents of files and databases.  

Figure 2. Example MDF file

Over 200 analytics looking for signs of corruption 
within files, database(s), and core infrastructure
Constant training of machine learning models to 
understand normal user patterns vs. malicious actions
Malware patterns, activity, and historical cases fed 
into machine learning models to achieve over 99% 
accuracy in detecting corruption

An average of 12 fields, attributes, or data points that 
must be constantly tracked and recorded
Basic analytics or platform “best guesses” to 
determine whether unusual behavior is legitimate
Metadata can be subverted, and basic analytics may 
not provide strong enough thresholds for detection of 
present incident

Metadata AnalyticsContent-Based Analytics

Table 1. Content-Based Analytics Compared to Metadata Analytics
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Takeaways

Ensuring data integrity is one of the top goals for any organization and its associated teams. 
Utilizing a powerful tool like CyberSense allows organizations to have an extra ace up their 
sleeve: for monitoring file and database integrity and quickly classifying and recovering 
known-good data for backup and continuity purposes. Gone are the days when a security team 
could simply monitor file metadata with a homegrown script or look for key file attributes to 
determine corruption. Adversaries are far too smart and strive to encrypt data and cover their 
tracks, oftentimes staving off detection. Furthermore, as adversaries become more skilled, we 
expect to see their countermeasures rival even the best detection systems out there.

However, at the end of the day, attacks like ransomware have a common goal: disrupt business 
operations and make it difficult for the organization to get back to work—all in the name of 
making money. With CyberSense, many of those worries go away thanks to comprehensive 
file monitoring, trained models that learn to sense malware and user activity, and robust 
integrations that allow for all of this at scale. CyberSense has proven to be an asset in the 
fight to maintain data integrity and ensure that, despite their best efforts, adversaries will find 
achieving their goals to be much more difficult. 
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